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Business Practice for A&IT Change Control

PURPOSE:
Describes Channel Islands T&C management of changes to production hardware and software.

BACKGROUND:
Channel Islands T&C strives to deliver high-quality services to students, faculty and staff. Part of T&C's commitment to quality includes the minimization of unscheduled downtimes that can create considerable disruption to University business and interfere with the educational mission of the University. Non-emergency changes to production hardware and software should be implemented during normal, scheduled downtimes, with adequate notice given to affected customers, and with appropriate consultation with stakeholders. Furthermore, major changes to hardware and software should only occur after careful review by T&C technical and non-technical management and by the Information Security Officer.

BUSINESS PRACTICE:
Accountability:
The Chief Information Officer bears final responsibility for changes in T&C.

Applicability:
All employees in T&C. 

All hardware and software systems used in production at CI, whether located at CI or at a third-party site. This includes servers, virtual servers, and software running on these servers. 

All network equipment in production, including routers and switches. 

Definitions:
1. Change. Any modification to the software or hardware of a network component, server, or service in production use. 
2. Change Control Administrator. The T&C staff member responsible for administration of the Change Control program, including the retention of Requests for Change.
3. Change Control Board. The team responsible for submitting recommended changes to the CIO. The Change Control Board includes— 

a. Director, Applications Solutions Group 

b. Manager, Infrastructure 

c. Director, Academic Technology/Manager, User Services 

d. IT Project Supervisor 

e. One representative from Desktop Support group 

f. One representative from the T&C Helpdesk group 

g. One representative from the Infrastructure group 

h. One representative from the Academic Technology Services (ATS) group 

i. Production Control Analyst (or designee) from the Application Solutions Group (ASG) 

4. Firewall ruleset configuration change. A change for which all of the following statements are true:

a. The change only affects the configuration of a firewall device.

b. The change to the firewall device is specific to support a single system.
5. Minor change. A change for which all of the following statements are true: 

a. The change does not impact an enterprise system. 

b. The change impacts fewer than 10% of campus users. 

c. The anticipated time to accomplish the change is 15 minutes or less. 

d. The change does not affect any systems containing Level 1 or Level 2 data, as documented in the CSU Data Classification Standard. 

6. Standard change. A change that is not a minor change. 

7. Change initiator. The T&C staff member responsible for: 

a. Planning the change, 

b. Submitting the appropriate change control documentation, 

c. Leading the implementation of the change, 

d. Initiating the quality assurance process following the change, and 

e. Documenting the completion of the change. 

8. Change team. The T&C staff members responsible for implementing the change. 

9. Change manager. The manager that supervises the change initiator. 
10. Change client or requestor. The individual responsible for requesting that a change take place. The change client or requestor may be from an area outside of T&C.
11. Quality Assurance Team. The T&C staff members responsible for assuring that the change has been implemented correctly and that there is no negative impact on campus systems or services. 

Text:
Classification of changes 

Based on the definitions above, changes are classified into two categories—minor changes and standard changes. 
Minor changes need not receive the approval of the Change Control Board, Information Security Officer or CIO, but must be approved by the responsible Change Manager and recorded in the Change Repository. Content changes that do not require system downtime need not be documented, and content changes that require downtime are treated as minor changes. 
Standard changes are further divided by priority— 

(1) Major. Changes that affect multiple systems or campus services. 

(2) Urgent. Timely application of the change is required to respond to, or to prevent, major downtime or disruption of T&C services. 

(3) Emergency. Immediate application of the change is required to respond to, or to prevent, major downtime or disruption of T&C services, due to the change's urgency or criticality. 

Urgent changes will be reviewed and approved by the Change Control Board (if required), ISO and CIO within 48 hours of their submission. 

Emergency changes do not require prior approval of the Change Control Board, Information Security Officer and CIO, and merely require the approval of the Change Manager responsible for their implementation. These changes will be fully reviewed after their implementation. 
Firewall ruleset configuration change

A firewall ruleset configuration change is a major change that must be documented using the Firewall Ruleset Configuration Change form, and must receive the approval of—

(1) The Information Security Officer, and

(2) The Manager, T&C Infrastructure.
Firewall ruleset configuration changes are information items for the Change Control Board, who may review and disapprove such changes. Any change to the production firewalls that is wider in scope than a single system is a major change and must receive full Change Control approval as described in “Process for non-emergency changes” below.

Firewall ruleset configuration changes are subject to change blackout periods.
Location of documentation for changes 

All change-related documentation must be placed in the T&C Change Repository. The Change Control Board defines the Change Repository.

Process for non-emergency changes 

1. The Change Initiator submits a completed T&C Request for Change to the Change Manager. 

2. The Change Manager approves the completed Request for Change.
The Request for Change and its approval are sent to the Change Control Administrator. If the Change Manager believes that Change Control Board review is required, the change proceeds to Step 3. Otherwise, the change proceeds to Step 4.
3. The Change Control Board convenes to review all changes requiring review on a weekly basis. The Change Control Board may— 

a. Recommend approval of the change, or 

b. Decline to recommend approval of the change, and report back recommendations to the Change Manager and Change Initiator. 

4. The Information Security Officer reviews all Requests for Change, and reports their findings to the CIO.
5. The CIO reviews all Requests for Change multiple times per week. The CIO may—
a. Approve the change,
b. Reject the change, or
c. Require the change to receive full Change Control Board review. If the CIO makes this determination, the change proceeds to Step 3.
6. The Change Team implements the change. 

7. The Quality Assurance Team performs testing as required to verify the proper application of the change, and reports the results of the testing to the Change Control Board, CIO, ISO, Change Manager and Change Team. 
Urgent changes receive full but expedited Change Control approval as well. The physical weekly meeting in Step 3 above is waived and conducted via electronic methods, if required.
Process for emergency changes 

In the event of a need to apply a change immediately to respond to, or to prevent a major downtime or disruption of T&C services, including responding to an imminent security risk, the Change Manager responsible for the change should give approval to the Change Initiator, who should then apply the change without delay. Change Manager will notify CIO and T&C leadership team that the emergency change is taking place as soon as possible, and preferably prior to the change. Emergency changes are subject to normal, non-emergency Change Control review once the emergency situation has been resolved. 
Change blackout periods

Except as required to respond to or prevent a system outage or disruption in services, or for changes required to comply with business process changes for regulatory systems, no major changes will be performed during the following periods:

(1) Two weeks before the first instructional day of each semester to two weeks after the first instructional day of the semester, and

(2) One week prior to the day that final exams commence until after instructors' grades are due.

Urgent and emergency changes are exempted from change blackout periods.
The Change Control Board may specify other change blackout times as required to support notable campuswide events or other occurrences critical to the University's mission.

Waivers from change blackout periods may be granted by the Change Control Board.

Ongoing review 

T&C will review and document the effectiveness of this business practice on an annual basis, and make such changes as may be needed to improve the process.
Exhibits: 

Integrated CSU Administrative Manual, Policy 8055.0—Change Control. (http://www.calstate.edu/icsuam/sections/8000/8055.0.shtml)
CSU Data Classification Standard (http://www.csuci.edu/it/Systemwide_Info_Security_Standards_v1_Draft.pdf) 
These documents are incorporated by reference. Please consult the T&C Policy website for the latest versions:

T&C Request for Change

T&C Firewall Ruleset Configuration Change
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