Wireless Setup on XP Using Windows Wireless Configuration Tool

Requirements: SP3 or SP2 with required patch KB893357
Wireless Card with WPA2 capability

1) Start > Settings > Network Connections

2) Right Click on “Wireless Network Connection” > “Properties”

3) Wireless Networks Tab = Add > Association Tab = Set:
Network Name (SSID): cci_connect
Network Authentication: WPA2
Data encryption: AES

- Wireless Network Connection Properties EJ
General | Wireless Metwarks | Advanced Assoiation | Authentication | Connection
Usge Windows to configure my wireless network settings Metwork name [S510): col_connect |

Available networks: [[] Connect even if this network is not broadcasting

To connect to, disconnect from, or find out more information wiireless network key

about wireless networks in range, click the button below. 2 E 2
Thiz network requirez a key for the following:

Wiew WWireless Networks . |

Metwork Authentication: | wWPA2 w

Prefenec_l networks: : ) ) Diata encryplion: AES -

Automatically connect ta available networks in the order listed

bielow:

Add...
'-ea'.” abo_ut setting up wireless network [[] This is a computerto-computer (ad hoc] netwark; wireless
configuration,

access points are not uzed

4) Authentication Tab = Set:
EAP type: Protected EAP(PEAP)
Authenticate as computer when computer information is available: Checked
Authenticate as guest when user or computer information is unavailable: Unchecked


http://www.microsoft.com/downloads/details.aspx?FamilyID=662bb74d-e7c1-48d6-95ee-1459234f4483&displaylang=en

Wireless network properties E]Pfl

__Assoc:\ationj Authentication i‘Eonnection

E&Ptype: | Protected EAP PEAF) ¥

Authenticate as computer when computer information is available

[[] Authenticate as guest when user or computer infarmation is
unavailable

OF. Cancel

5) Properties > Set:
Validate server certificate: Unchecked
Select Authentication Method: Secured password (EAP-MSCHAP v2)
Enable Fast Reconnect: Checked
Enable Quarantine checks: Unchecked
Disconnect if server does not present cryptobinding TLV: Unchecked

Protected EAP Properties @E|

When connecting:

["validate server certificate

[] asa Cettificate Services Lad
[] AC Raiz Certicamara 5.4, |
[[] AC RALZ DMIE

[ ACEDICOM Root

[] A-CERT ADVANCED

[ acre |
[] AdminCA-CD-To1 «|
< | &

Select Authentication Method:

|Secured password (EAP-MSCHAR v2) v| Configure...

Enable Fask Reconnect
[CEnable Quarantine checks
[ pisconnect if server does not present cryptobinding TLY

6) Configure = Set:
Automatically Use My Windows logon Name and password (and domain if any): Unchecked



Protected EAP Properties

When connecting:

[validate server certificate

[] ana Certificate Services ] I
[] AC Raiz Certicémara 5.4, 3
|

[] ac RaIz DMIE

[] ACEDICOM Root

[[] A-CERT ADWANCED

[ achLe

[[] Adminca-cD-To1 ol
< | B

Select Authentication Method:

!Secured password (EAP-MICHAP v2) v |

Enable Fast Reconnect
[ Enable Quarantine checks
[ pisconnect if server does not present cryptobinding TLY

I OK l [ Cancel ]

EAP MSCHAP¥2 Properties

‘when connecting:

| Automatically uze my Windows logon name and
pazeword [and domain if any].

[ Q. ] [ Cancel

7) Click OK on all open dialogs.

8) A pop-up message will come up near the task bar. Click on it! If you missed it just wait a minute
and it will come up again.

[ Wireless Network Connection

Click here ko select a certificate or other credentials Far
conneckion ko khe network coi_conneck




9) Fill in your User name and Password. Leave the Domain blank. 2 OK = You are done.

Enter Credentials

User name: | indy. valencia |

Password: | ..........l |

Logon domain: | |

Save this user name and password For Fubure use

h Ok, J [ Cancel
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