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Title: Breaching security from the inside: A look at insider threats and behavior analysis

Abstract: The insider threat continues to pose a persistent and vexing challenge to every
organization’s information security program. In this session, Dr. Bruce Miller discusses the
challenges associated with balancing information security with other organizational priorities and
gives insight into why a trusted person will choose to put information at risk. Based on current
research, he also explains how the core principles of deterrence contribute to the problem and he
offers perspective for making security risk management efforts more effective.

Bio of the speaker: Bruce Miller, PhD has 20+ years of experience in information technology and
cybersecurity. Over the past, 14 years, he has provided IT and cyber security risk management
expertise to the US Navy. Dr. Miller specializes in threat analysis and cybersecurity risk evaluation.
He holds a CISSP certification and has a Bachelor’s degree in Business/ Economics, Masters of
Science in Computer Science, and a Ph.D. in Information Assurance & Cyber Security.
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